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Exhibit 10-1

Maturity of lnternalAuditValue, Services, and Products

Leve! Type of Services Types of Products Value of lnternal Audit

Level 5 Places risk management-based
efforts in the context ofthe specific
business objectives at risk by build-
ing on the prior levels below.

lnternal audit is recognized as a

key agent of change.

. Risk assessments are inte-
grated with risk manage-
ment efforts.

. Assurance and advisory
engagements are focused
on helping management
achieve objectives through
improvement of risk
management in both the
first and second lines of
defense.

. lnternal audit takes ownership
for communicating risk in terms
management understands as

it strives to achieve business
objectlves.

. Business objective achievement
is considered in all risk assess-

ment and assurance and advisory
engagements.

. lnternal audit recommendations
and advice improve the organiza-
tion's governance, risk manage-
ment, and control (GRC).

Level 4 Evaluation of risk management
expectations first in risk assess-

ment and audit program develop-
ment, focused on strengthening
controls from the top down.

Internal audit provides overall
assurance on GRC.

Risk assessments are

focused on top strategic
and operational risks.

Assurance and advisory
services are focused on
expected risk management
and control activities from
the top down.

. lnternal audit places risks and
findings in terms of risk man-
agement structures and tools
that management should be
developing and using as part of
daily operations.

. lnternal audit efforts are more in

line with management efforts on
objective achievement.

Level 3 Advisory services are provided.

Risk assessments are performed at
least annually.

Audits are planned and findings
are identified by risk likelihood and
impact.

Assurance services expand on
Levels 1 and 2.

Risk assessments that
include important opera-
tional areas

Risk-based audit reports
with findings ranked

Advisory engagement
resu lts

lnternal audit uses risks to define
priorities for management and
the board.

Risk assessments and assurance

and advisory engagement
reports focus on risk priorities.

Level 2 Evaluation of financial and import-
ant operational process controls

Audit reports that include
findings related to financial
and operational process

control weaknesses and
analyses on their root
ca uses

. Internal audit contributes to
understanding and mitigation
of financial and compliance risks

and findings.
. lnternal audit contributes to

understanding and improvemen:
of operational process controls
and mitigation of operational
process risks and findings.

Level 1 lnternal/external auditor services are
provided and focus on:

. Financial statement assurance and
reviews of documents and transac-
tions for accuracy and compliance

. Compliance with external regula-
tions, standards, and requirements

. Compliance with internal policies

and standards

Audit reports are focused
on financial reporting and
noncompliance fi ndings.

. lnternal audit provides fi nancial
reporting assurance.

. lnternal audit provides compli-
ance assurance.
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. The internal audit function should validate risk assessment results with key stakeholders to
ensure all perspectives are considered. Actual validation of mitigating controls does not usu-

ally happen as part of the risk assessment.

. Risk assessment benefits from having diversified perspectives. The internal audit function
should collaborate with first line management, objective and risk owners, subject matter
experts (SMEs), cross-functional teams, and second line risk professionals and compliance
specialists to improve the effectiveness of risk assessment and management, coordinate audit
work, and support development of risk management practices.

. The internal audit function should have a seat at the table at relevant committees and task-
forces to offer timely perspectives and get timely information on risks.

. Risk intelligence requires ongoing analyses and environment scanning to identify emerging
risks and early warning signs. Risk assessment should be updated when there are changes

and new information is identified that would impact assessment results.
. The internal audit function should leverage the risk management function's risk assessment

results for audit plan development.
. In organizations with mature ERM, internal audit should be an active contributor of risk

data and provide risk management capability assessments of functions contributing to ERM
efforts (specifically, second line of defense and management), as well as the effectiveness of
ERM risk mitigation.

. Organizations should consider investments in technology, such as analytical and brand
monitoring tools, to help leverage and analyze data to strengthen their risk-sensing capabili-
ties. Governance, risk management, and control (GRC) technology may also help to organize
various management and second line of defense function risk perspectives.

. Risk assessment documents should use plain language that speaks to a general business
audience.

Assurance and Advisory Engagements

The internal audit functioris primary purpose for performing a risk assessment is to meet profes-
sional expectations that its projects and plans are risk-based. Internal audit conducts two types of
risk-based engagements:

. Assurance engagements are objective examinations of evidence for the purpose of providing
an independent assessment on GRC processes to help the organization achieve its strategic,
operational, financial, and compliance objectives. Examples may include technology project
implementation, financial processes, operational performance, compliance, system security,
and due diligence engagements.

. Advisory engagements, the nature and scope of which are agreed with business area man-
agement, are intended to add value and improve an organization's GRC processes. Examples
include collaborating on incorporating control development considerations in project man-
agement standards for strategic projects, evaluating policy-writing processes to determine
a method of valuing expected outcomes, and providing counsel, advice, insight, facilitation,
and training.

SAWYER'S INTERNAL AUDITING
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. Current and prior years' financial, performance, and operational reports to understand pe:

formance against objectives, external and internal risk factors that positively and negatir ei-.

impact performance, challenges ahead, and management responses.

. Financial and nonfinancial reports filed with regulators. In many countries, organizations .:,
required to submit reports that provide a comprehensive overview of the company's busr-

ness and financial conditions and include audited annual financial statements and unau-

dited quarterly financial statements, major events that shareholders should know about, a---:

material changes in a publicly traded companyt operations. These reports provide a lot ot

information and insight about the company's operational and financial performance, oS \r.;

as key risks and challenges from managementt perspective.

. Other internal reports that help identify risks and top-of-mind issues and inform approp:.: :

internal audit coverage as discussed in chapter 7, "Cultivating Business Acumeni'such as:

- Customer feedback

- New customer segments, products, and services

- Risk profile reports and results of risk assessments conducted by the business units or b'

second line of defense functions

- Operational loss data and associated control breakdowns

- Compliance breaches and associated control breakdowns

- Lessons learned from scandals at other organizations

- Regulatory issues and actions

- Organizational culture assessments

- Employee engagement survey results

- Fraud risk assessments and indicators

- Information on the organizationt intranet and internet sites

. External sources that provide relevant insights on risks external to the organization (for

example, competitive, political, or economic):

- Regulatory and legal developments, queries, and requests that could affect the conduct

of the organization's business, such as monetary, fiscal and foreign exchange policies ar,:

tariffs, import/export duties, or trade restrictions policies. The organization must adjr-rs:

their business processes and platforms to meet these requirements.

- Stock rating agency reports; understanding the ratings from agencies such as Fitch,

Moody's, and Standard and Poor's that directly or indirectly affect the environment i.n

which the organization operates. For example, when reviewing "Natural Catastrophe

Risk]' a good starting point is to review the company's presentation to the rating agencr:-

and regulators and the insurance agencies to see what risks are of interest to them.

- Ranking reports comparing organizations in the same or different industries. Understar:

ing the factors that contribute to the organization's ranking or how it fares with its com-

petitors helps the internal audit function identify relevant risks and engage with managc

ment on business issues that matter.

- Industry outlooks and global trends that "predict" the future of the industry. Business

strategies need to consider and respond to these predictions.

- Technology trends that impact the business, strategies, and decision making.

SAWYER'5 INTERNAL AUDITING
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Performing compliance engagements required by law or regulation. Even if the risks of non-
compliance are small, these engagements must be part of internal audit's audit universe.

Evaluating compliance with corporate policies (for example, travel policies, expense policies,
purchasing policies, conflicts of interest, warranty policies, and sales incentive policies)

At Level 1, internal audit most likely does not have a strong sponsor and advocate in the organi-
zation. This means that internal auditors have to take the initiative to promote and advocate its
value. This can be done by getting a good understanding of the drivers for the current population o[
engagements to determine if they are still relevant. Some of the engagements mayhave outlived their
purposes. Some may be duplicating work being performed by second line of defense functions or
should be performed by other functions. Internal audit can conduct a risk assessment of the engage-

ments assigned to determine if these are the best use of internal audit resources and where internal
audit can add more value by fully applyrng its core competencies. For example, internal auditors
can demonstrate leadership and competency by assisting other second line of defense functions to
implement or improve risk management and compliance management or to help the organization
move up the capabilities maturity curve by facilitating change management. Helping second line o{
defense conduct a risk assessment for the compliance program would pave the way for advancing to
Level2 maturity and beyond.

Procedures and Methods

At this level, there may not be a formal risk assessment process. Management maywork directlywith
the public accountants to agree on resources committed to support the financial statement audit
When this is the case, management often identifies a list of engagementsfor the internal audit func-
tion to perform and allocates hours. Most engagements are repetitive and performed on a cycle basis,

with some one-time engagements when warranted. Hours and approaches are refined over time. As
procedures improve, internal auditors may define specific risk assessment procedures to identifr
financial and regulatory areas where internal audit services will be of value. When management
adds or deletes engagements from the plan, the budgeted hours, the audit plan, and the financial
budgets are adjusted accordingly. Without a sponsor with professional experience, Level 1 internal
audit functions could stay this way for an extended period of time until internal and external factors
require or create opportunities to move internal audit to the second level of maturity and beyond-

Value

Internal audit can offer assurance services related to its core competencies in compliance and finan-
cial reporting. Since many of the engagements are repetitive, internal auditors have opportunities
to improve the efficiencies and effectiveness of conducting them and identify systemic issues. If
management has not created a compliance function, internal audit can work with management to
compile expectations, develop a process to assess compliance risks, and validate the completeness of,

a compliance universe.
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Procedures and Methods

The CAE and internal audit function typically begin their risk assessment process development
efforts at this level of maturity. When considering financial statement risks, the risk assessment pro-
cesses are often borrowed from external auditors as a starting point. These risk assessment processes
include concepts such as financial materiality, inherent risk, and residual risk. Each of these concepts
is created to draw independent lines around what is being assessed. Although management input is
sought to understand processes, these risk assessment methods and procedures are self-defined and
self-operated. Other sources of information that drive this risk assessment are regulations, policies,
and flowcharts. Risk is typically defined as "not meeting financial, regulatory, policy, or process
expectations." However, risks are assessed for operational process root causes where breakdowns
account for inefficient or ineffective effort and/or noncompliance. In setting up the scope of the risk
assessment activity, the internal auditor tlpically considers various populations (universes) of risk
information.

' Financial Statement Account and Financial Reporting Process Universe
If the organization must comply with Sarbanes-Oxley-like requirements, the internal audit
function should leverage the risk assessment of accounts and financial reporting processes
or systems performed by the first and second lines of defense. if such an assessment has not
been performed, internal audit should work jointly with management to develop the risk
factors and the risk assessment process.

. Operational Process Universe
When considering risks within operational processes, there is consideration of the compli-
ance, efficiency, and effectiveness of those processes. If processes are ineffective and opera-
tions are impacted, the outcomes may include incomplete, fraudulent, or erroneous transac-
tions or poor-quality products. With regard to financial, policy, and compliance risks, their
supporting processes are reviewed to ensure transactional and procedural level controls are
working.

The procurement process is a common example. Financial data come from this process and
must comply with policies and regulatory expectations. Is accountability for this process
clear and is it operated in a way that supports robust transactional controls, efficiency and
effectiveness? In the risk assessment, management inquirywill provide an indication of pro-

Process audits should include supporting IT systems and third-party service providers. 
]

Today, many controls have been automated to improve eficiency, control, and consisten- I

cies. It is important to assess the manual controls and automated controls together to get a I

complete view of the control system. However, internal audit functions operating at Level2 {
maturity may not have the IT expertise and the management support to include system and il

external parties in the scope. I
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materiality or regulatory compliance that likely defined inherent risk are no longer broad enoughto

align with management's view of what could go wrong. Reputation risks, environmental risks, oper-

ational risks, and a host of other management concerns enter the population of what internal audit

should consider. Consequent\r the population of areas covered by the risk assessment process mu$

be redefined more formally and broadly, beyond compliance and efficient and effective procedures

Two common ways to organize the risk assessment popuiation is by creating an inventory of busi-

ness processes or organizational entities, business lines, and/or functions' This organization is ffi
cally aligned with the process and accountability structure of the organization. However, some of the

major challenges that management and internal audit have to deal with are inadequate horizontal

integration of various processors and lack of integration of IT in business Processes, lines, uniB'

andi or functions. In other words, lack of coordination among the spaces between the units on the

organizational charts, at various levels deep from the top, can pose great risks to the achievement of

objectives.

Often, when internal audit identifies a finding, management will indicate that it is not their responsi-

bility and it should not be included in their report. While the conditions noted in the finding impad

their operations and objectives, management may not even know who is responsible for addressint

the finding. Likewise, business and operations management often view gaps involving technology

as issues that should be addressed by IT management instead of as business or customer issues they

should manage. Ultimately, internal audit has to navigate behind the organizational structure b
conduct root cause analyses to identify all the parties who are accountable for resolving the findin8-

It is not unusual for management to learn about the lack of accountabilities through internal audit's

root cause analyses of findings identified. Due to these experiences and the growing importance d
IT in improving competitiveness in business and effectiveness and efficiencies in operations, internal

audit starts to conduct integrated IT and business risk assessments and integrated audit engage-

ments of IT and business strategies, processes, and operations'

Exhibit 10-4

Level 3 lnternal Audit Services, Froducts, and Value

Type of Services Types of Products Value of lnternal Audit

Advisory services are Provided.

Risk assessments are Performed
at least annually.

Audits are planned and findings

are identified by risk likelihood

and impact.

Risk assessments that include

important operational areas

Risk-based audit reports with find-

ings ranked

Advisory engagement results

. lnternal audit uses risks to
define priorities for manage-

ment and the board.

. Risk assessments and assurance

and advisory engagement

reports focus on risk Priorities.

Audit Plan - Expected Products and Services

At Level 3, risk is the driver for prioritizing assurance and advisory engagements, audit findings'

and any resource allocation decisions. Required and cyclical engagements that do not pose high ri*
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- Completeness of organizational units does not always equal completeness of risk consider-

ation.

- The level of risk depends largely on the size of the business unit. For example, if human
resources is defined as a business unit, the risk rating will be much higher than if its com-

ponent parts (hiring, training, payroll, benefits) are defined as business units.

- Some risk events do not occur within a business unit but in the interface between two units.

- Some risks do not exist within the organization at all, but they can be found in the external

environment or in related organizations like suppliers on which the organization depends.

. Common Risk Assessment Methods Used by Internal Auditors
At Level 3 maturity because the risk assessment universe or population of areas that should

be covered has expanded to nearly the whole organization, it is important that the risk
assessment methodology and processes are documented, communicated, and understood by
all involved. Common components involved are discussed below.

The Methodology - Risk Factors

The internal audit function defines a set of risk factors that are applied to each area reviewed. Because

some risk factors are more significant than others, they are weighted using a numerical scale like 1 -
5, and higher numbers indicate greater importance. Internal audit rates each risk factor for each area

using a similar numerical scale. They multiply the two numbers to arrive at a risk rating.

For example, using a 5-point scale, internal audit gives a weighting of 4 to the risk factor'tomplexity
of operations" and a weighting of 3 to the risk factor "volume of transactions." For a Su5ins55 rrnit,

internal audit rates the complexity of operations 4 and the volume of transactions 2. The complexity
of operations for this unit would then be risk rated 4 x 4 = 16 and the volume of transactions 3 x 2 =
6. If only these two factors were considered, the risk rating for this unit would be 16 + 6 = 22.In real-

ity, there are typically many more risk factors, adding up to a total risk number for the organizational

unit. Internal audit then ranks all of the entities from the highest to the lowest risk.

The risk factors are different for every organization, depending on the industry, regulatory envi-

ronment, and so forth. For each risk factor, internal audit should develop the process, indicators;

circumstances, or objective facts that guide how they are rated. Some commonly used factors are:

. Value of assets

. Changes in systems

. New products or services

. Control consciousness within the area

Once all the information has been assessed, the ratings assigned, and the area ranked, the results

of the risk assessment should begin to show which areas have the most risk. This should always be
discussed with management to validate that significant risks unique to their areas, risks of particular
interest to key stakeholders, and risk mitigation practices are not overlooked.
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Risk Assessment Workshops

Another way of engaging managers in the risk assessment is with facilitated workshops. A simple

way to conduct a risk assessment workshop is to use the same content as that of a structured survey.

Responses on the chosen scales can be gathered, tabulated, and presented in graph form using con-

fidential voting technology and a data projector.

The more managers that are involved in the risk assessment, and the more fully they are involved,

the better the results. Also, managers who have been involved in the development of the audit plan

are more likely to understand how and why assurance projects are selected and be more supportive,

especially when their own area is selected.

On the other hand, involving more managers takes more time-theirs and internal auditors'. Internal

audit must decide on the best and most cost-effective level and method for engaging management

in the risk assessment.

IT Risk Considerations

The organization's chief information officer (CIO) or security officer may perform an assessment of
the risks within the IT environment. IT environments are prone to operational processes that natu-

rally evaluate risks. Internal auditors should be aware of this practice within their organization and

leverage known risk and issue information. There may also be more abundant evidence of existing

risk mitigating (control) efforts to leverage. Once understood, internal auditors with IT compe-

tence should evaluate IT infrastructure and applications identified as high risk and any associated

infrastructure. Keep in mind that some of these technologies may reside in a service provider's data

centers, overseas, or in a virtualized environment. It is common for internal audit to outsource its IT
risk assessment when the CAE feels no one in the internal audit function has the skill to conduct it
with competence, or if there is a specific technical expectation from the board or audit committee.

Example Process

Step 1: Based on a review of background information, performance, and other available reports,

determine the priority for reviewing processes. Define the number of processes to be reviewed based

on expectations of the risk assessment product.

Step 2: Determine if the priority processes likely to be included are global or local. For global com-

mon processes and systems that have been implemented at all the locations, plan to conduct one

process risk assessment. If the process is local, plan to conduct an individual assessment.

Step 3: Determine at what level to conduct the risk assessment. For example, risk assessments can

drill down into more defined objectives:
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The highest level - 1.0 Develop vision and strategy

The next level - 1.1 Define the business concept and long-term vision, or
The next level - 1.1.1 Assess the external environment

Step 4: Determine who should be interviewed or participate at the assessment workshop.

Business leaders responsible for the process objectives

SMEs

IT leaders

Second line of defense function

Step 5 (a.): Assess the process against key process risk factors in the interview or workshop with
management. Consider the example in exhibit 10-5. Be open to management's insight into the fac-

tors most important to the area.

Step 5 (b.): Determine a score for each risk factor from Low to High and an overall assessment of
the likelihood and impact of risks within the area reviewed.

Step 6: Consider the information received in creating the risk factors and interviewing manage-

ment; develop a list of risks or things that could go wrong with the process or area.

Step 7: Evaluate this list of risks for the area and define the impact and likelihood of each rislc
Consider the controls and risk mitigation practices management noted and implied in information
gathered to this point. A quality risk assessment requires critical thinking, professional judgment
effective interviews with management, and analyses of operational effectiveness of control/risk mit-
igation practices.

Impact can be gathered from the risk factors discussed with management. What if the process cirn

no longer operate? How severe is its impact to the organization?

Likelihood requires professional judgment to note the hazards inherent in the environment and

controls in place to prevent the process from disruption. It is also a vote of confidence by the inter-
nal auditor in the skill of management and the overall strength of their process and operation. For

example, if the manager has been in his or her role for 10 years and the process has evolved over

that time into a well-aligned process with skilled employees and enabling technology, the capacityto
withstand many risks may be high and should be accounted for by a low likelihood score.

Criteria should be established for scoring impact and likelihood of risks.

a
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a

a
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Level4 - ltlanaged

Population Covered

Level 4 takes a dramatic shift in risk assessment perspective. In the prior maturity levels, internal

audit largely relies on its own risk definitions and external guidance or standards to define risks

within the organization. This is an outside-in or bottom-up perspective. At Level 4, the perspective

changes with the realization that risk management is a management practice and responsibility. It
comes from the top down. Consequently, internal audit's assessment of riskbenefits from also start-

ing at the top of the organization and cascading down. Internal audit's risk assessment mirrors the

direction of strategic and operational planning to help it transform from a provider of assurance,

advisory, and insight services into a trusted advisor. The organization at this level has defined risk

management processes that internal audit can leverage. Level4 is difficult to achieve if management

is not ready to own the responsibilities and practices of risk management. At Level 4, the CAE has

support from key stakeholders who actively steer the internal audit function on a growth path.

Within this environment, there is typically an ERM program or GRC technology leveraged by the

second line of defense. The role of ERM and second line functions for risk is relatively clear. This

allows CAEs to recognize that the whole population of risk is not theirs to assess independently.

Others have responsibility, too. At Level4, risk assessment has two unique characteristics:

It implies the incorporation of risk assessment efforts by the second line of defense functions,

including any ERM group, into their risk assessment process.

It begins at the top of the organization and is focused on the most important risks. This

includes risks that are part of ERM, risks to strategic priorities, and important operational

programs, functions, systems, and procedures.

All parties are more comfortable applylng a coordinated, top-down approach for risk managemen!

governance, and controls using a common language. Internal audit efforts align with management

efforts on achievement of objectives.

Audit Plan - Expected Products and Services

At Level 4, the internal audit risk assessment efforts are either considered a stand-alone product

or part of a larger product for risk management purposes. The focus is primarily on creating an

accurate picture of the most important risks to the organization. This focus, if executed well, can

make the assessment a valuable product to risk management and second line of defense functions,
in addition to providing context for assurance and advisory engagement planning. See exhibit 10-7.

It is likely that an assessment of the capabilities of the ERM program and second line of defense func-
tions in mitigating risks is part of the risk assessment. This enables the CAE to assess the effective-

ness of the compliance program rather than evaluating every compliance risk for its likelihood and
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Organizations practicing ERM usually develop a set of risk categories and subcategories. The risk

management function and/or business managers then identify and assess risk events that might

occur within these categories. If an organization has developed such categories, the internal audit

function may use them as its risk universe. However, the operational perspectives of business units

and parent business processes defined in Level 3 may continue to serve well.

A disadvantage to this approach is that risks managed by second line of defense functions with

potential high impact may not make the list as they are not directly connected to the top-down

approach. Therefore, CAEs need to understand how capable risk management practices and second

line of defense efforts are at mitigating all of these types of risks. An internal audit function transi-

tioning to Level 4 may put assessments of second line of defense functions in their audit plans.

Relevant Definitions

The simple world of auditor-defined risk assessment definitions (in Level 3) begins to become more

complicated at Levels 4 and 5. There is more to consider when approaching the risk assessment

from the top down and relying on management to help define the current control structure. The

definition of risk remains "the effect of uncertainty on objectives." However, the use of inherent and

residual risk is impacted. For example, management may see a particular department as critical to

the achievement of specific objectives. As such, management may have invested a lot of time and

attention setting up oversight for that department and alignment of its people's skills with efficient

processes and enabling technology.

From management's internal operational perspective, they have responded effectively to the vast

majority of potential risks that may impact the area by creating robust oversight and resilient oper-

ations. An internal auditor trying to define an inherent internal risk that may impact department

success may be perceived as wasting time, or a challenge to managementb complex system of man-

agement controls in place. Rather, management at Level4 is looking for internal audit to contribute

its perspective of risk to the existing system of management controls. In short, the definitions of
inherent and residual risk are less valuable as internal audit becomes a partner in risk assessment

with management, leveraging their expertise in setting up resilient operations capable of achieving

their objectives.

Value

The internal audit function has opportunities to create tremendous value at Level 4. However, the

risk to the CAE and the internal audit function also increases. Whenever there is reliance on external

factors (ERM and second line of defense functions), there is the possibility that expectations will not

be met. Similarly, if internal auditors conduct a top-down risk assessment, they will not be able to

go everywhere or get into great detail. This means they must rely on existing risk management and

other second line of defense efforts and focus primarily on where the most value can be added. In a

true Level 4 environment, the CAE is likely sharing risk data with risk management and second line
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correctly value and understand the importance of the business objectives and also the capacity to
credit management for activities that increase the likelihood of achievement. This expands the defi-
nition of internal control to parallel the practice of management to include things such as:

Oversight processes for objectil,es = Management Controls
Alignment of people, process, and technology to strengthen operations = Operational
Controls, which can mature over time and generally reduce a variety of risks as they become
stronger

It also includes consideration of a full range of risk mitigation practices such as transferring, avoid-
ing, accepting, insuring, sharing, and even pursuing risks, rvhich are part of everyday management
decision making.

With more direct connection betneen risk and objectives, the opportunities identified in Level4 to
coilaborate, share, create \.alue, and improve results continue to expand. Conceptually at this level,
GRC technologv is enabling risk assessment performed by the second line of defense and internal
audit for the beneht of management.

Procedures and Methods

Traditional Level 3 and 4 methods are continued n ith the added expectation that the starting point
is the strategic and business objectives.

What are strategic and business objectives?

Strategic objectives are periodic initiatives and projects that are the result of strategic plan-
ning. They are nearly always documented in writing.
Business objectives are perpetual operational expectations typically closely aligned to the
purpose statement of why a function or process exists. They are frequently implied rather
than documented in writing.

Strategic objectives are typically transformational efforts to change something to achieve a desired
outcome, destination, or mission. Th.y are typically broken into initiatives assigned to relevant
parts of the organization. They are different from operational or business objectives. Strategic
objectives have a start and stop. Operational objectives resemble the purpose statement of why
one component of the operation exists. Operational objectives clearly cascade down the chain of
command to smaller, more detailed objectives until they reach transactions that have to be com-
pleted' Alignment of detailed objectives with overall business unit or departmental purposes is a
natural expectation. However, human intervention and communication can be enablers and can
also create breakdowns.

o

a
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. Internal audit takes initiative to communicate risk in terms management understands as it
strives to achieve business objectir.es.

. Achievement of value preservation and creation relative to business objectives is considered

in all risk assessment and assurance and advisory engagements.

. Internal audit recommendations and advice improve the organization's GRC.

This level is theoretical for most internal audit functions, because it requires extensive collaboration

and readiness on the part of management, risk management, and other invested stakeholders. How-

ever, this is an important ideal that, if achieved, allorvs the internal audit function to add substantial

value.

Level 5 is the optimized state rvhere the organizationt management, risk management, governance and

controls, and internal audit functions capabilities are at the top of the capabilities maturity curve. Reach-

ing the top requires ambition, rvillporver, initiatir.e, collaboration, and drive by all parties. An appropri-

ately resourced, competent, professional internal audit function is uniquelv qualified to lead this charge.

Internal audit rvill earn the trust and confidence of management by advocating its orvn value, delivering

on what matters to the board and management, and continuously improving its capabilities to add value

and raise the performance bar for the organization. Advocacy is essential to let the board and manage-

ment knou, r'l'hat internal audit is capable of delivering at the optimized 1evel, how those capabilities can

help the organization succeed, and the support the,v need.

&**:us*3 &r*Sit FIa* **veE*pm*r:t - S*r:eral s&ppr*e**r

As previously discussed, CAEs are responsible for leveraging information about stakeholder expec-

tations and organizational risks into a periodic (no less than annual) plan. This plan is reviewed and

approved by the audit committee.

The output from risk assessment activities can serve many purposes, one of which is as an input
to a separate audit planning e{Iort to allocate scarce resources. CAEs t1pically designate an experi-

enced manager to lead audit plan development and provide the template, instructions, timeline, and

reporting format.

Audit Plan Development Process

1. Recap of RiskAssessmentActivities

During risk assessment, based on the iterative process of obtaining input, analyzinginformation,
identifying topics, and confirming information and assessment results, the internal audit leader-

ship ranks the audit topics within the universe in terms of critical, high, medium, and low risk
CAEs are responsible for coordinating activities with other assurance providers to ensure appro-

priate coverage and minimize duplication of efforts. A good way to coordinate risk coverage is

to document assurance work that will be performed by internal audit and second line of defense

functions and risk mitigation work that will be performed by management for critical risk/high-

SAWYER'S INTERNAL AUDITING
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Exhibit 10-9
Audit Plan Recap - Audit Hours byTypes of Engagements and Sources

Priorities may vary subject to the organization's and internal
audit's operatin g philosophy.

Recap byTypes of Engagements - Detailed

Regulatory requirements (regulators specifiT assurance requirements
and internal audit as the assurance provider)

b. Financial statement assistance(based on agreed-upon procedures)

c. Policy compliance audits (specified by key stakeholders)

d. Critical investigation

e. Assurance engagements - high-risk audit topics (for example,
critical risks/objectives/u nits/fu nctions/processes/systems/
operations, critical risks that impact multiple objectives/units/
functions/processes/systems/operations)

f. Assurance engagement - board request

g. Assurance engagement - senior management request

h. AssuranCe engagement- management request

i. Advisory engagement - high-risk audit topics (see e.) Risk Assessment

j. Advisory engagement - board request

k. Advisory engagement - senior management request

L Advisoryengagement-managementrequest

m. Follow-up on status of action plans Risk Assessment

n. Participation on committees/taskforces Management Request

o. Reserve for investigation

p. Reserve for assurance engagements

q. Reserve for advisory engagements

Internal Audit

s. Operation and administration Internal Audit

Less: Total Hours Available

Recap byTypes of Engagements

Regulatory requirements (a)

Financial statement assistance (b)

Policy compliance audits (c)

Critical investigation (d, o )

Assurance engagements (e, f, S, h, p)

Advisory engagements (i, j, k, l, q)

Follow-up on status of action plans (m)

Participation on committees/taskforces (n)

Operation and administration (s)

SAWYER'S I NTERNAL AUDITI NG

Sources Budgeted
Number of

Hours

o/o ol
Total
Hours

Regulators

External Auditor

Governance Require-
ment

Risk Assessment

Risk Assessment

Board

Senior Manaqement

Management

Board

Senior Management

Management

Unplanned

Unplanned

Unplanned

r. Professional development

Total Hours Needed XX

YY

Excess Hours/Shortfall ZZ

Professional development (r)

Total Hours Needed 100o/o
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4.

staff sizelbudget could prevent internal audit from providing what the CAE considers adequate

assurance, the CAE has an obligation to inform senior management and the board. If the audit
committee approves the limitation, the decision should be documented in the audit plan.

Critical Risk/High-Risk Topics and Requests Not Included in the Audit Plan
Key stakeholders are particularly interested in knowing if there are any critical risk/high-risk
topics or requests that are not included in the audit plan, the reasons they are excluded, and

internal audit's risk mitigation strategies. While there may be good reasons for the decision, this
will likely be a discussion topic at the audit committee meeting.

Five-Year Rolling Audit Plan

Most internal audit functions develop an annual audit plan. However, given the dynamic busi-
ness environment, many internal audit functions are moving to an ongoing risk assessment pro-
cess and prepare a quarterly rolling audit plan. As stakeholders are increasingly more interested
in looking to the future, internal audit should consider presenting a more forward-looking plan
covering a broader horizon, such as one that focuses on:

Y-2 Y-1 Current Year Y+1 Y+2

The plan should provide a highlight of areas covered in the past, key issues identified, corrective
actions implemented, and the effectiveness of the corrective actions.

Review and Approval
The results of the risk assessment effort, including the resulting audit plan, should be reviewed and agreed
upon by the entire internal audit leadership team.

After the audit plan is finalized, management may ask the CAE not to perform certain engage-

ments or limit the scope of some audits. Such requests may come during planning, during the
year, or even during an engagement. These requests may be for good reasons. For example, in
an area that has known problems that are being addressed, an audit engagement would hinder
progress. In such cases, the CAE should obtain sufficient information to concur either that an

engagement should not be performed at this time or that the scope should be limited. The can-

celed and postponed engagements or scope limitations should be approved by the audit com-
mittee.

Audit Committee Approves the Audit Plan
The CAE presents the annual audit plan to the audit committee for review and approval.

Quarterly Audit Plan Update

The business environment is dynamic. The internal audit function needs to monitor changes

and update its audit plan. Audit plan status, additions, deletions, and deferrals and reasons for
these changes, including periodic risk assessment updates, should be reported quarterly to the
CAE and audit committee for approval. Projects arising during the year may be approved retro-
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