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Facing IT Risk Head-on

Internal audit departments must confront constantly emerging technology threats without losing sight of
previous dangers that newver go away.

Russall 4 Jackson

f you dined on spaghetti and mestballs in 1382 and paid with 3 credit card, your server likehy took the card to the

manager's office and looked up the 18-digit sccount number in a3 severalhundred-page publication to se= if it had been

reported lost or stolen. The whole process took several minutes, and if the number appesred in the listing, which was
updated every month and mailed to every merchant that accepted the card, the server had to call a credit card company
representative to determine whether to process the charge or confiscate the card.

|f youw order your dinner in 2012 from & local bistro with deliveny service, the restawrant likehy knows from your telephons
number that you ordered the same dish s wesk earlier and that you always ask for bleu chesse dressing on the side of
your salad. When the driver amrives with your order, he or she probsbhy will ke camying 3 hand-held mobile card-swiping
device that prints 3 receipt for you on the spot — unless your credit card is defective or you're trying to use it illegally. In
that case, the device rejects it, and you go hungry.

IT has transformed business in profound ways. Customers have avenuss of 3coess to companies and their products and
sarvices that makes buying something a5 essy 3= clicking 3 mouse. At the same time, businesses can gather dats sbout
those customers far faster than any focus group could and then slice and dice the numbsers to determine both what thoss
customers are likehy to buy and the best way to convince them to buy it.

But that transformation has browght with it risks to the business
that simphy didn’t exist before today’s age of slectronic

Cloud and Mobile Risks communications ssturation {s== °IT Risk st Hyperspeed” on page

Two of the key IT risks intemal awditors address

40). IT risks have piled up over 3 surprisinghy few years becsuss
the technology that carries the information has evolved so

Here are the experts’ suggestions for handling rapidhy — leaving legacy risks in place even s it creates new

them. risks to worry sbout. For intemal suditors, that means risks from
Bacause General Motors has been a the past are still part of their sudit plan, even 3= concemns sbout
heavy user of mobile technologies for the impact of new and evelving technolegies start to pile up. And
many years, its internal sudit department because IT risks can be the most insidious of all, auditors must
is wellversed in assessing installed ensure their T risk azsessment skills are optimized.
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be=n widely deployed by the company,
=0 internal audit’s role has been limited to
companies and prowviding inpurt into
contract requirements. “The [T

making sure the right people are invalved
in architectural design, policy
development, validation, and deployment
of all new technologies,” Jay Taylor
E3YE.

“We have put in place several policies
and procedures related to the use of
cloud computing and personal maobile
devices in the conporate network,”
Ricardo Rodrigueer, audit manager at
MRG Energy, comments. Internal sudit
gets invelved in the ass=ssment and risk
analysis of solutions and new
technolegy, he says, and normalhy
conducts pre-implementation and
post-implementation audits. His
department also “performs periodic
testing in these aress to ensurs the
caontrols in place are welkmanaged and
adequste,” he notes.

Mew Jersey Transit hasn't put much on
the cloud. “If the vendor is broken into,
the hacker gets everybody’s data,”
Warren Hersh points out. He hears

dif ferent perspectives about clowd
computing from pesrs and IT experts, but
fior now the onganization is being
cautious. “Well take a look at what we
have and do an “app control sudit to s==
how it's managed and how the vendaor
manages it at other organizations,” he
=ays. “Ultimately, the decision to move
to the cloud is an IT governance isswe.”
The internal sudit team at The Hartford
tskes an advisony role in new
developments, including cloud and mobile
projects. "Owr goal is to give proactive
inpurt on the design of controls while still
maintaining independ=nce,” Riobin
Gensrows s3ys.

DUAL THREATS

There are two kinds of 1T risks — threats to an organization's [T
infrastructure and threats to its operations that result from
technological advances — and a recent development like cloud
computing encompasses both of them. If a technical glitch
caused by the cloud manager causes a company to lose acocess
to customer data, its operations can be affected severshy, not to
mention its reputation and goodwill in the marketplace. |f the
cloud problem results from an intentional hack of the company’'s
IT, then internal secwrity issues exist a5 well. That's why
problems with cloud computing rank high among intemal auwditors”
IT concerns, even though it's a risk that didn't really exist just
five years ago. Moreover, concems about personal information
— whether it's gathered externally, from customers, or intemalhy,
from employess — and about cybersecurity and cybertermanism
now bedevil auditors when they consider risks to their
organizations and what can be done to address them. “Internalhy,
ab=sent controls, cyber- attacks could intermupt operations,” says
Robin Generouws, assistant general auditor at inswrer The Hartford
Financial Services Group Inc., in Hartford, Conn., “and, at the
same time, could interrupt the operations of covered
policyholders, potentially leading to more frequent and severe
claim payouts.”

The wast amownt of personal information that most onganizations
now process — including, in the United States, Social Security
numbers and, evenywhere, dates of birth and detailed medical
records — is also an 1T risk that interns] suditors nesd to know
about, the experts agres. “The biggest risk is in the regulatony
environment around privacy issues and the heightensd
reputational risk that bresk-ins to that information lead to,” says
Edwsard Hill, managing director at Grant Thomton, in Houston.
Companies need to be mare diligent about securnity around
personal information, he explains — especially online retailers and
companies with Web-based ordering and procurement. The
profiferation of state laws regarding online retail activity poses its
own risk, he adds, because what an organization can do in one
state may not be legsl in another.

Mobile computing causes sleepless nights, a= well. The uss of
personal tablets and smartphones represents 3 major risk,
Ricardo Redriguez, director of intemal audit at MRG Energy Inc.
in Princeton, M.J., points out. "Part of the problem is the
difficulty companies have in ensuring that employess
adequately protect confidential and sensitive information,” he
s3ys. “Mo matter how many controls you have in place that

enable people to use personal devices with safeguards, you nesd employes commitment to ensure they are effective.
Unfortunatehy, thers is no [T application or software that can enforce human behavier.” Other worries internal awditors cite
include successiully and securely implementing virtealzation, Web-based security, and unified communications
technolegies, becawse each can boost preductivity and intreduce new threats to the production environment.
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A MIRRCOR ON RISKS

The good news sbout IT risks — both the threats to the enterprise
enabled by IT and the threats to the IT infrastructure itself — is that
internal suditors can, for the most part, address them the way they
Fddress other risks the organization faces. [T risks pose their own
special challenges, of course, in large part due to the diversity of
technolegies continealhy introdeced around the workd. In the mobile
computing space, for example, esch device that people in the
organization want to use to connect to its network will camy benefit
opportunities and challenges. But to evaluate any of them, internal
auditors need to understand both what the organization currenthy
allows in its IT environment and what is likely to come next.

That understanding comes from the wsual sources, too: 1T
standards, listings of deployed technologies, a configuration
management database, application recovery documentation,
interviews with key personnel, internal presentations and
Fssessments, and strategic business and |T plans. Risk information
can be obtained from many other sources, incleding seminars and
conferences, webinars, e-newsletters, secuwrnity bulletins and
notifications, risk management sessions with management and the
chief information security officer, top risk areas identified by the
enterprise risk management team, internzl audit risk assessments,
historical anahyses of audit findings, and benchmarking with other
internal suditors.

What internal auditors do with the information they gather generalhy
mirrors what they do with information abowt other potential
organizational risks. For situations invelving change in how
significant risks are managed, such as 3 process redesign,
Gensrows’ sudit team at The Hartford provides “proactive input on
the design of controls where feasible,” she reports, and “may
perform a post-implementation review shorthy afterwards.”

The company follvwed that approach with 3 new payroll system
implementation. Design of selected processes was reviewed before
implementation, and a post-implementation review of contral
operating effectiveness is in progress. "Owr goal is to give
prosctive input on the design of controls while still maintaining
independence,” Generous says.

The Hartford's auditors also participate in continwous. improvemsnt
projects led by the company’s 5S¢ Sigma resources in business
operations and technology service deliveny areas. For risks
managed by established processes, suditors assess both the
design and operating effectiveness of how the risks are managed
through risk-based audits.
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IT Risk at Hyperspeed

What is the worst worny about 1T risks? Is it
the type of risk faced, the severnity of the
risk, or the speed with which new risks
develop? Jay Taylor and his intemnal audit
team at General Motors focuses on severnty
and speed. “Severity is increasing dus to the
ubiguitous networking of evenything and the
tendancy in many organizations to put all the
“crown jewels” in massive data cubss,

The second change is the velocity of risk, he
=ay's, which is how guickly an enterprise can
b= impacted by loss events. "In the past,
organizations had time to identify, assess,
and isolate the cause of a problem,” he
explains, “but todsy it seems like things are
welocity of risk increases, owr ability to
respond may increase only to 3 point.”

Riobin Generous of The Hartford sees
problems from both the type and severity of
emerging IT risks. "0ver time, inharznt risks
related to T general controls changs in
saverity, depending on changes in business
pricrities and objectives,” she says. “We also
have ‘new risks that are episodic in natwre.”
such 3= critical program dependencies,
organizational changes, regulatory changes, or
other point-in-time events that present a

TriMet internal sudit director Jason Philibert
s=es |T risks a5 being fairly static, in that
there is always a risk of unauthorzed acocess,
lest data, or system outage. “What changes
the mast are the tools that contribute to the
risk,” he says. “Loss of information is shvays
anisk, but we don’t worny abowt missing CDs
anymare. Now it's more smartphones, tablets,
and unauthorized storing in the clowd. They're
the same risks, but they just keep changing
with the technolegy.”



Jay Taylor, general director — globsl IT, trezswry, and asset

management sudit st Detroit’s General Motors Co. (GM), puts it this way: “We help the organization by essentislhy holding
up 3 mirror to communicate and reflect back individuesl mansgers” sctual performance around the management of their
risks.” His team handles that communication in four way's. First, individual sudit reports contsin issues, recommendations,
and action plans to address risks. Second, the internal sudit department pericdically summarzes findings around the world
ower 3 specific peried and “draws conclusions as to key aress of concern and emerging risks.” Third, the department mests
infiormalhy with mansgement to discuss obssrvations and concerns sbout the management of risk and to suggest that
managers take 3 comprehensive, global approach to addressing repetitive or freguenthy occumring issues. That, Taylor
=ays, often leads to the fowrth way of providing fesdback on the organization’s performance: conducting unrated
consultative projects in areas requested by management, such as validating the implementation of initistives that address
repetitive issues.

E=ch internal sudit department customizes its IT risk sudits and asssssments to its own nesds. The Hartford's sudit
management team meets guarterhy to consider changes in the company’s risk profile and whether any adjustments shouwld
b= made to its rolling ste-month suwdit plan. At GM, day-to-dsy audit work is linked to |T-related risks. “First, our annusl risk
sssessment process is driven by an evalustion of how the technology or IT project impacts business risk,” Taylor explsins.
“Second, we perform a scoping exsrcise st the beginning of each sudit to identify specific risks and performance outcomes
to be evalusted during the project. That enswres we tie all of ouwr work back to what matters most to managemsent.”

In organizations that lack 3 dedicated risk management function, internal sudit often takes 3 more hands-on role in the risk
sssessment and response. The internal sudit department st Mew Jerssy Transit, based in Mewsark, functions as the
onganization’s de facto chief risk officer. “We conduct an enterprise risk assessment annually to help support the
dewvelopment of owr internal sudit plan,” Auwditor General Warren Hersh explsins. “But the enterprize risk assessment is not
owr risk assessment.” Instead, internal sudit develops 3 risk profile for the organization, then mests at least twice 3 year
with close to 40 stakeholders, inclueding senior manasgers, external suditors, and board members, to present and gain
acoeptance for it.

Rodriguez’'s department at MRG Ensrgy uses an annusl risk assessment, pericdic testing, and continuous suditing tasks
and holds monthhy mestings with key senior managsrs to stay abresst of changes. °IT auditors also have a rangs of
sutomated diagnostic tools that are wsed scross the network to identify wulnerability and control wesknesses,” he adds.

SEPARATE OR INTEGRATED AUDITS

Some internal sudit departments separate out [T sudits, and some integrate them with their ongoing sudit engagements. The
sudit team at 5an Leandro, Calif."s TriMet, an cutsowrced human resources services provider, addresses |T maors
freqguenthy than other risks because so much of the company’s business is dependent on it. “We do have separate T
sudits and reviews,” says Jason Philibert, TriMet's internal sudit director, “but they onhy differ in that they are more
freguent.”

GM kesps |IT audits separate, too. “We follow one common sudit process globalhy, but sctuslhy perform audits of five
distinct aress,” Taylor reports. They are IT processes, [T technologies, system development projects and programs, and
data centers as well 35 participating in esch sutomotive business’ sudit “on an integrated basis to enswre that IT-related risk
iz appropristely addressed.” The IT-focused sudits differ from the other automotive business risk sudits by the nature and
scope of the review and the types of risk exposures. For example, an |T process sudit would focus on 3 key area such as
change management, to ensure that unsuthorized or untested changes are not introduced into the computing environment,
where they may pose the risk of business disruption. GM kesps T sudits — and sudit personnel — separate for seversl
rezsons, including the nesed to have numerous technology-specific skill sets within the |T audit team and the different
caresr path most IT suditors desire to purswe, Taylor notes.

On the other hand, The Hartford is realigning its sudit resources and transforming certsin aspects of its audit approach,
Generous points out. “In the past, integrated application sudit coverage was delivered through coordinated efforts by
separate teams within internal sudit,” she says, Sincleding 3 technology team and multiple operations] sudit teams sligned
with business aress.” That model had administrative and resource utilization challenges, though. “Going forward, the
technical and operational team boundaries will be removed, and all sudit professionals will have the skill =2t to deliver
comprehensive coverage, including application risks,” Generous says. The Hartford slso has a dedicated management
sdvisony group within internal sudit that delivers work across the company, in 3l technology and business aress, and 3
technology team focused on infrastructure areas.
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At Mew Jersey Transit, Hersh operates a fairly integrated department as well. "Eveny one of owr internal awditors —
financial or IT— is reqguired to take the same seminars exposing them to the latest issues regarding IT risk and emernging 1T
isswes,” he says. Rodriguez’s team at MRG Energy performs integrated audits that cover [T general controls related to a
system or application that supports 3 main process or department, as well as |T-specific sudits such as network sscurity
and application reviews. |T auditors with more specialized skills work alongside operations auditors. "On the integrated
audits, we generally cover only those controls that relate to the particular process,” he says. "On the [T-specific audits, we
review sll the controls from beginning to end.”

N END TO S5LEEPLESS NIGHTS

If it sounds as though swareness of IT risks permeates just about evenything internal suditors do, that's because it does. 1T
simphy has become that integral to just shout eveny move any organization makes. “While changes in business
environments have refocuesed and, in some cases, redirected where the more significant IT risks exist,” Generous points
o, “inherent risk areas — such as availability, information protection, and data integrity — simply adjust over time in
relstion to business changes.”

Indbeed, IT risks” frustrating habit of proliferating, rather than just changing over time, is 3 common conCam amang intermal
auditors who must provide assurance on them. “Controls have improved, but so have hackers, so the issues that used to
kesp IT auditors up at night are still there,” Rodriguer says. Given the severity of the risks that [T poses and the
calamitows effects those risks could have on an enterprise, howsver, some slesplessness might be merited.
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